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Assignment 4 Out (due Saturday 3/9)







Agenda

1. Centralization of Power
2. Law Enforcement Access to Data
3. Trusted Computing
4. Cybersecurity
5. Green Cloud Computing



Centralization of Power



By using a cloud provider, you give them 
some level of control over your business.



Kiwi Farms

● Background: Kiwi Farms is an absolutely 
horrible website dedicated solely to the 
doxing and abuse of trans people, resulting in 
at least one suicide

● In September 2022, Cloudflare withdrew 
DDoS protection from Kiwi Farms after reports 
of suicide due to continued harassment

● Argument: Cloudflare did not directly censor 
Kiwi Farms, merely declined further business



Parler

● Background: Parler is an absolutely horrible social media website dedicated 
solely to far right activism and extremism, including election denial

● In 2021, AWS bans Parler from its platforms
○ Parler goes down for a long time as it is forced to migrate cloud providers

● AWS unilaterally decided to prevent the continued operation of a website
○ Potentially concerning precedent, regardless of the ethical validity of the underlying action







Law Enforcement Access to Data



Relevant Legislation

● Foreign Intelligence Surveillance Act (1978): Formation of a special court 
(FISC) to approve government requests for surveillance warrants
○ Modified several times since
○ Modern court publishes statistics on its rulings
○ PRISM: government mass surveillance operation that was overseen by the FISC

● Electronic Communications Privacy Act (1986): Series of rules outlining 
process for government collection of communications data



(Slightly Newer) Relevant Legislation

● PATRIOT Act (2001): Massively increased government surveillance powers
○ Response to 9/11
○ In some cases, no warrant required
○ USA FREEDOM Act (2015): modifies some Patriot Act provisions, mostly a response to 

Snowden leaks and concerns about government overreach

● CLOUD Act (2018): Outlines methods for the US government to access data 
held overseas by US corporations
○ Mostly affects companies with overseas data













End-to-End Encryption

● Encrypt all customer data so that not even 
you can view it
○ Encrypted data is sent from your DB to user's device, 

decrypted locally
○ Example implementation: Signal Protocol

● Consequences
○ Usability
○ Analytics
○ Legitimate law enforcement access

● Ways to configure for cloud services exist





Trusted Computing





Trusted Computing

● Idea: Have the underlying CPU carve out a secure area that even someone 
with physical access to the server cannot inspect
○ Have a method where the hardware can attest that you are running in a secure state
○ Works, as long as you can trust the hardware and the security

● Physical threat model: must be resilient even against an attacker physically 
connecting wires to the circuit board

● Examples:
○ Intel SGX/TDX
○ AMD SEV
○ ARM Trustzone













Secure Enclaves

● Idea: Have a coprocessor attest that you communicating with a trusted 
resource, delegate all cryptographic operations to it

● Lower scope than SGX/SEV/etc
○ Not trying to secure whole system, only a coprocessor
○ Lower attack surface
○ Fewer guarantees for you

● Examples: Apple Secure Enclave, Intel Managment Engine/AMD Platform 
Secure Processor, AWS Nitro Enclave, Google Titan/Titan M, Microsoft Pluton



Cybersecurity



Side-Channel Attacks

● Definition: Exploiting unintended information leakage to infer sensitive data 
being processed by the CPU

● Fundamental issue: the cloud is shared with other (untrusted) entities
○ Cloud provider must provide isolation between customers
○ Hard (impossible?) to guarantee this separation





Meltdown and Spectre (2018)

● Series of side channel vulnerabilities that allows for 
the reading of privileged memory by abusing 
speculative execution capabilities of modern CPUs

● Mostly mitigated in hardware, but will haunt 
computing industry for a long time
○ Very difficult to completely mitigate: attacks the fundamental 

design of modern CPUs



Rowhammer

● Rowhammer: hardware vulnerability that exploits the 
repeated access of memory cells to induce electrical 
interference, causing unintended bit flips in adjacent 
memory rows
○ An attacker with the ability to write to adjacent rows may be able to 

change the values of your memory

● Abuses the physical properties of memory



The Bottom Line

● No way for you to directly mitigate any of these (or many others)

● Using a cloud system shared with other people carries inherent risks

● Should you trust your user's data to a cloud you may not be able to trust?



Green Cloud Computing





CO2 Footprint

● Very high
○ More than entire aviation industry
○ Potentially mid single digits of total world CO2 emissions



Cloud Provider Argument

● Cloud is more efficient than individual data centers
○ "between 22% and 93% more efficient than traditional enterprise data centers" – Microsoft
○ "running business applications on AWS, rather than on-premises enterprise datacenters in 

Europe, could reduce associated energy usage by nearly 80% and carbon emissions by up to 
96%" – AWS

● Economics of scale, ability to invest and demand sources of green energy
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